CLAIMS 

What is claimed is: 

1. A method for managing change to protect the integrity of an enterprise's operating 
environment comprising the steps of: 

(a) submitting a change request document by a change requester to a change manager 
for validation; 

(b) broadcasting notice of a proposed change described in a valid change request 
document to at least one potentially interested operating unit within the enterprise; 

(c) reviewing said proposed change by a review team comprising said change manager 
and a representative of each potentially interested operating unit receiving 
notification of said proposed change and choosing to participate in said review 
team, said review team recommending a course of action regarding said proposed 
change; and 

(d) notifying said change requester of said review team's recommended course of 
action regarding said proposed change. 

2. The method of claim 1 further comprising the step of said change requester revising and 
resubmitting a change request document rejected by the review team. 

3. The method of claim 1 further comprising the step of said change requester canceling a 
change request document rejected by the review team. 

4. The method of claim 1 further comprising the step of said change manager, with input from 
said review team, scheduling implementation of a change described in a change request document 
approved by the review team. 

21 



5. The method of claim 4 further comprising the step of said change manager notifying each 
potentially interested operating unit of the schedule for and details of implementation of said 
change. 

6. The method of claim 5 further comprising the step of said change requester or a designee of 
the change requester or change manager implementing said change. 

7. The method of claim 6 further comprising the step of updating said change request 
document with the status of said change. 

8. The method of claim 7 further comprising the step of said change manager notifying each 
potentially interested operating unit that said change has been implemented. 

9. The method of claim 8 wherein at least one potentially interested operating unit is an asset 
management organization responsible for maintaining an inventory of the enterprise's assets. 

10. The method of claim 8 further comprising the step of performing an analysis of the 
effectiveness of the change management method after implementation of said change. 

11. The method of claim 10 further comprising the step of generating a written report 
describing the effectiveness of said change management method with regard to said change. 

12. The method of claim 1 1 further comprising the step of assigning each change requester a 
security clearance level corresponding to an approved set of operations that the change requester 
may perform with respect to a change request document. 

13. The method of claim 12 wherein the set of operations further comprises viewing, editing, 
and submitting a change request document. 

14. The method of claim 12 wherein said change consists of modifications to hardware, 
software, or both in an electronic computing system of the enterprise. 
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15. The method of claim 12 further comprising the step of implementing said change 
management method on an electronic computing system, 

16. The method of claim 14 further comprising the step of implementing said change 
management method on an electronic computing system. 

17. The method of claim 6 wherein the implementation of said change is unsuccessful. 

18. The method of claim 1 7 further comprising the steps of: 

(a) reversing all steps taken in the attempted implementation of said change; 

(b) notifying all potentially interested operating units of the unsuccessful 
implementation of said change; and 

(c) updating said change request document with the status of said change. 

1 9. The method of claim 1 7 further comprising the steps of: 

(a) leaving in place any partial, successful steps taken in the implementation of said 
change; 

(b) rescheduling any remaining steps to be taken in the implementation of said change; 

(c) notifying all potentially interested operating units of the status of said change; and 

(d) updating said change request document with the status of said change. 

20. A method for managing change to protect the integrity of an enterprise's operating 
environment, when said change is necessitated by an emergency situation, comprising the steps of: 

(a) evaluating the severity of said emergency situation by a change requester; 

(b) notifying a change manager by said change requester that said emergency situation 
exists; 
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(c) determining by said change manager that said emergency situation requires 
immediate remediation; 

(d) granting immediate approval to change requester by said change manager to 
implement said change; 

(e) implementing said change by said change requester or a designee thereof; and 

(f) creating and completing, by said change requester after implementation of said 
change, an emergency change request document to describe and record said change. 

21. A method for managing change to protect the integrity of an enterprise's operating 
environment, when said change is necessitated by an emergency situation, comprising the steps of: 

(a) evaluating the severity of said emergency situation by a change requester; 

(b) notifying a change manager by said change requester that said emergency situation 
exists; 

(c) determining by said change manager that remediation of said emergency situation 
can be deferred; 

(d) notifying said change requester by said change manager that an emergency change 
request document must be submitted prior to approval; 

(e) submitting an emergency change request document by said change requester to said 
change manager; 

(f) approving of a change described in said emergency change request document by 
said change manager or a designee thereof; 

(g) scheduling of said change by said change manager with collaboration from at least 
one potentially interested operating unit; 
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(h) notifying each potentially interested operating unit of the schedule for and details of 
implementation of said change; and 

(i) implementing said change by said change requester or a designee thereof. 

22. The method of claim 21 further comprising the step of updating said emergency change 
request document with the status of said change. 

23. The method of claim 22 further comprising the step of said change manager notifying each 
potentially interested operating unit that said change has been implemented. 

24. The method of claim 23 wherein at least one potentially interested operating unit is an asset 
management organization responsible for maintaining an inventory of the enterprise's assets. 

25. The method of claim 23 further comprising the step of performing an analysis of the 
effectiveness of the change management method after implementation of said change. 

26. The method of claim 25 further comprising the step of generating a written report 
describing the effectiveness of said change management method with regard to said change. 

27. The method of claim 26 wherein said change consists of modifications to hardware, 
software, or both in an electronic computing system of the enterprise. 

28. The method of claim 26 further comprising the step of implementing said change 
management method on an electronic computing system. 

29. The method of claim 27 further comprising the step of implementing said change 
management method on an electronic computing system. 

30. The method of claim 26 wherein said change requester or a designee thereof reverses any 
actions taken in an unsuccessful implementation of said change. 
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31. The method of claim 27 wherein said change requester or a designee thereof reverses any 
actions taken in an unsuccessful implementation of said change. 

32. The method of claim 28 wherein said change requester or a designee thereof reverses any 
actions taken in an unsuccessful implementation of said change. 

33. The method of claim 29 wherein said change requester or a designee thereof reverses any 
actions taken in an unsuccessful implementation of said change. 
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